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Young banking customers losing almost £550 to fraud, according to research
New data from GFT highlights younger generations are increasingly becoming victims of fraud

London, UK November 2023 — Almost half (48%) of 25—-34-year-olds have, or know someone who
has been a victim of financial fraud, with fraudsters taking £570 from people on average, according
to new research out today.

The data from GFT’s latest ‘Banking Disruption Index’, a quarterly survey of consumer sentiment
towards digital banking, found that one in five (22%) victims had to wait up to two weeks to get
their money back from their bank.

Despite the significant investment banks make to protect their customers from fraud, the data found
that 34% of 25—-34-year-olds are concerned their bank’s security measures are not fit for
purpose.

Figures from UK Finance in May found that £1.2 billion was stolen by criminals in 2022 — more than
£2,300 every minute — through transaction fraud. Authorised Push Payment (APP) fraud cases have
increased by 22%.

Whilst older generations are often presumed to be the main target for fraudsters, the data found that
only a quarter (24%) of over 55’s have been a victim or know someone who has fallen foul of fraud,
although only 14% think their bank’s security measures are not fit for purpose.

However, the research also found that those aged over 55 are losing the most money to fraud
when it does happen, with fraudsters attempting to take £938 on average from them in each attack.

To counteract the rise in banking fraud, banks are constantly reviewing and integrating new safety
measures into their systems, such as location tracking to identify when a card is used in an unusual or
different location to the customer, and instant spending alerts to notify customers when their card has
been used.

While these measures are designed to protect customers, an increasing number of people are
concerned about their intrusiveness. In fact, 40% of consumers would like the ability to opt out of
participating in these security measures, according to the survey.

Richard Kalas, Client Solutions Director, Retail Banking at GFT UK, said: “This data highlights the
growing issue of fraud for younger banking customers, who are more willing to adopt new technology
and share data. As banks continue to champion digital innovation, they must find a balance to ensure
their customers feel protected with the least friction or intrusion.”

Adding his thoughts, Simon Newton, Principal Security Lead at GFT UK, said: “The boom in digital
banking and artificial intelligence can be seen as both a challenge for the banking sector as it
catalyses increasing levels of fraud, as well as an opportunity for financial institutions to tackle it.

“Our research clearly demonstrates there is a greater need for education on the risks, as well as
scope for increased security measures from banks. Applying Al and large data for payment screening
is one way that could provide banks and customers with greater levels of identification and protection.”

The rise of digital banking


https://www.ukfinance.org.uk/news-and-insight/press-release/over-ps12-billion-stolen-through-fraud-in-2022-nearly-80-cent-app

Digital banking has allowed fraudsters to become more sophisticated with their tactics using Al,
Deepfake software and WhatsApp-based fraud. As a result, there is concern amongst consumers
about the security of their banks — particularly with the rise of emerging neobanks entering the
market.

The survey found that 40% of consumers would trust a traditional bank more than a neobank to
retrieve their money if they became a victim of fraud, whilst only 8% said they would trust a
neobank over a traditional bank.

To download the full Banking Disruption Index report, please follow this link.
ENDS
Methodology

Censuswide research commissioned by GFT UK to survey 2,000 respondents their opinions towards
their experiences with bank fraud and their banks security measures.
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About GFT = Shaping the future of digital business

GFT is a digital transformation pioneer. By leveraging next-generation technologies, we enable clients
to boost their productivity with intelligent software solutions. We focus on Digital Finance, Enterprise Al
& Data Solutions, and Platform Modernisation.

GFT's strengths include deep technological excellence, a strong ecosystem of partners, and industry
expertise. We are agile@scale and boost digital transformation for clients from the finance and
insurance sectors, as well as the manufacturing industry. GFT talents create, implement, and manage
software applications to enable innovative businesses while complying with regulations.
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With locations in more than 15 markets around the globe, GFT ensures proximity to its clients. We
draw on over 35 years of experience and a global team of over 10,000 determined talents. GFT
provides them with career opportunities in the most innovative areas of software engineering. The
GFT Technologies SE share is listed in the SDAX index of the German Stock Exchange (ticker: GFT-
XE).
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